
 � I use the University-recommended free anti-
virus software to scan my computer at least once               
every month. 

 � I set up my computer to receive automatic updates for 
my operating system. 

• Windows: update.microsoft.com

• Macintosh: Apple > Software Update… 

 � I update my software, especially my Web browser, Java,  
and Adobe products, when prompted to do so.

 � My computer has a User Account for everyday use.  
I only use the Administrator Account for software installation 
and other administrative tasks. 

 � I never provide passwords or other sensitive information 
in response to an email or enter them on 
unknown Web sites. 

 � I never save passwords in a Web browser and frequently 
clear my browsing history.     

 � I choose strong passwords and change them at least  

twice a year. www.it.umass.edu/password-rules

FOR PERSONAL COMPUTERS
SECURITY CHECKLIST

To secure your personal computer and data, complete all 
items on this list.  For instructions and more details, see: 

www.it.umass.edu/security/checklist



SECURITY CHECKLIST 
FOR PERSONAL COMPUTERS

 � I use a password-protected screen saver on my 
computer. My cell phone also has a passcode enabled. 

 � I only download software from reputable sources. 

 � My computer’s built-in firewall is turned on.

 � I choose eduroam when connecting to wireless on 
campus.

 � I keep track of sensitive data on my computer  
(e.g., taxes). 

 � I store important files on UDrive or a similar, secure 
storage option. For sensitive information, I do not use USB 

drives or other portable storage devices.  

 � I use digital shredding software to wipe the hard drive 
clean before getting rid of my computer.  

 � I never leave my laptop and cell phone unattended.  
I own and use a laptop security cable. 

 � I have registered my laptop and cell phone with the  
UMass Amherst Police Department (UMPD).              

www.umass.edu/umpd/projectprotect

For links, instructions, and more details,  

go to: www.it.umass.edu/security/checklist
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