
Be wary of fraudulent job postings! 

If an offer or posting seems “too good to be true,” be cautious. “False contacts” can masquerade 
under a legitimate company name.  Watch for misspellings, extra letters, phrases, etc. that are 
added to emails or website addresses or overzealous “recruiters”.                           

Remember: 

i.   Never give out any personal or banking information. 

ii.  Never agree to deposit a check or money order into your bank account from a company 
to start the work. 

iii. Never agree to send money to another individual. 

iv. Legitimate company contacts will never ask you do any of these things. 

If an employer asks you to do any of the above, stop all contact and please contact UMass 
Career Services immediately at 413-545-2224, and forward any suspicious emails to 
careerservices@ umass.edu 

The job and internship postings on the UMass Amherst Handshake site is a service for 
businesses and University of Massachusetts Amherst students and alumni. Business owners are 
responsible for reporting information fairly and accurately, and the University of Massachusetts 
Amherst, its Trustees, Officers, employees, and agents cannot and do not guarantee the 
completeness or accuracy of such information. Inclusion of any job or internship on this website 
does not constitute, and shall not be construed or reported as: (1) an endorsement or approval by 
the University of Massachusetts Amherst, its Trustees, Officers, employees, and agents of the 
company, or its business practices; or (2) a warranty or representation by the University of 
Massachusetts Amherst as to the quality, integrity, legitimacy or other features of such company 
and/or its owners or agent(s). 
 
The University of Massachusetts Amherst, its Trustees, Officers, and employees make no 
warranties or representations regarding the quality, integrity, legitimacy, safety, suitability or 
other features of such listings and/or the businesses/companies, and expressly disclaim any and 
all responsibility for any problems and/or claims that may arise with regard to such listings, or 
with regard to disputes between users and third party businesses or companies posting on this 
site concerning such job or internship listings. All students are encouraged to exercise their own 
good judgment when evaluating a prospective job or internship. 
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