



Evaluations of the USA PATRIOT Act


You should read all three of the assignments below as a way to examine the current debate over the USA PATRIOT Act. Does it enhance our security? Does it unduly curtails our most basic civil liberties? Are civil liberties an important part of our security? The first assignment asks you to read one of two ACLU postings critical of the loss of civil liberties. The second assignment presents an op-ed article that suggests a that a compromise between security and privacy is advisable. The third is an article that suggests that we should not be so critical of the PATRIOT Act.

After you have read all three, consider whether # 2 is a reasonable compromise or whether it misunderstands or avoids the basic problem.

1) American Civil Liberties Union on the PATRIOT ACT


Look up and read either the first URL below, which analyzes the USA PATRIOT Act passed just after 9/11/01, OR the second URL, which analyzes the administration’s currently proposed amendments to that act.

http://www.aclu.org/SafeandFree/SafeandFree.cfm?ID=12263&c=206. 
Or
http://www.aclu.org/SafeandFree/SafeandFree.cfm?ID=12161&c=206.

2) Op-Ed: How to Protect America, and Your Rights

February 6, 2004

By JEFFREY ROSEN 

WASHINGTON 

Like everything else in election season, the politics of national security have become badly polarized. When a federal judge in California last month struck down part of

the Patriot Act, liberals cheered the decision and conservatives denounced it. When President Bush, in his State of the Union address, called for a renewal of the act a year ahead of schedule, Republicans applauded and Democrats sat on their hands. 

In fact, there is something opportunistic about the Democratic denunciations of the Patriot Act: when it was introduced two years ago, only one Democratic senator,

Russell Feingold of Wisconsin, voted against it, and many of its provisions were originally proposed during the Clinton administration after the Oklahoma City bombing. 

But there is also something opportunistic about President Bush's decision to run on the politics of terror: polls cited by the administration suggest that about half the public approves of the Patriot Act, 20 percent think it doesn't go far enough and only 20 percent think it goes too far. (The rest are undecided). The 20 percent opposing the act consists of a bipartisan coalition of libertarian conservatives and civil libertarian liberals, who have

proved more successful in blocking the administration's most draconian proposals than in persuading the administration to construct balanced alternatives. 

The politicizing of the war on terrorism is unfortunate, because there are moderate compromises that could ensure that the new laws and technologies passed after 9/11 strike a reasonable balance between privacy and security. This position would require the Bush administration to make a bargain with its critics, and the Democrats to stop their

knee-jerk condemnations. The administration would get expanded surveillance authority, but only if it promises to focus on suspected terrorists, rather than trolling through the personal data of millions of citizens in a search for lower-level crimes. 

As a model for this kind of compromise, consider the evolution of the new Computer Assisted Passenger Pre-Screening system, called Capps 2, which is now being tested and which the administration plans to put in place later this year. According to proposals by the Transportation Security Administration, the administration will assign all passengers at American airports a "threat index score," based on their perceived trustworthiness. 

Under the program, each passenger's name, address, home phone number and date of birth will be linked to two commercial databases, Lexis-Nexis and Axiom, which collect

information about consumer habits. The data may not contain medical or bank-account information, but may include information about passengers' magazine subscriptions and

buying patterns, where family members live, and how long they have owned a car. Based on the information, passengers will be assigned to green, yellow or red categories, and will be subject to corresponding scrutiny. 

In its initial announcement last January, the administration proposed to share personal data from the Capps 2 system with national and international police to allow the prosecution of any civil or criminal violations. But critics objected that this could create widespread abuses, allowing the administration to scour the personal data of millions of people, uncover relatively minor offenses, and threaten its critics with vindictive prosecutions - much as Richard M. Nixon scoured the tax returns of Vietnam protesters. In response to these criticisms, the Transportation Security Agency agreed last August to restrict officials from sharing personal data with law enforcement agencies, except for individuals who had an outstanding federal warrant for a violent crime. 

This was a welcome and important victory for privacy. Some additional checks and balances would help - people need a chance to correct their data, for example, and the system should be legally restricted to airports to ensure that citizens' threat rankings don't trail them in all of their interactions with the government. But the attempt to limit the search for data and sharing of personal information -so that the system is focused on the most dangerous suspects and criminals rather than on trivial offenses -could be a model for the rest of the federal government. 

Unfortunately, officials have been less willing to accept sensible compromise in the design of another important data system, the Multistate Antiterrorism Information Exchange, or Matrix. This program would combine public and private databases - including criminal histories, driver's license data, digitized photographs and significant amounts of consumer data - to allow state and federal law enforcement officials to conduct searches and create personal dossiers. Eight states (including New York) have agreed to participate in the program, although several have refused because of privacy concerns. 

In its current form, the system poses a significant danger that unscrupulous state officials will conduct dragnets in search of crimes that have nothing to do with terrorism. But were the administration to follow the model of the Capps 2 compromise, the Matrix system could be designed so that names could not be linked with personal data unless the system indicated a significant risk for terrorism or other violent crimes. 

Likewise, the same model could guide efforts to reform the Patriot Act so that it protects privacy and security at the same time. Federal officials have already invoked the act's

surveillance authority to prosecute citizens and noncitizens for low-level crimes that have nothing to do with terrorism. In addition, the act allows the government to conduct secret searches of information held by third parties without notice to the individual involved. In

theory, then, the government could secretly scour the personal data of its critics and use the information to embarrass or prosecute them. 

But there is a sensible way that this danger could be eliminated. In the Senate, a bipartisan coalition including Larry Craig, Republican of Idaho, and Richard Durbin, the

Illinois Democrat, have introduced a bill that would allow for the Patriot Act's secret searches of personal information held by third parties, but only when an individual has already been identified as a suspected spy or terrorist. 

A moderate compromise along these lines has been embraced by European countries that have more experience with domestic terrorism and surveillance than we do. In Germany,

which over the last 60 years has learned all too well the dangers of too-powerful security services, the intelligence service is given broad powers of domestic surveillance, but if officers find evidence of low-level crimes, they may not share it with law enforcement officers or introduce it in court. In addition, evidence obtained through wiretapping can be used only in the investigation and prosecution of national security crimes or certain other serious crimes. 

Could a compromise along these lines be adopted in America? Not as long as Democratic and Republican presidential candidates are determined to pander to the fears of their respective bases rather than negotiating sensible trade-offs. But in Congress, the bipartisan constituency for a reasonable balance between privacy and security seems to be growing and, with any luck, might eventually become too persuasive to resist. 

Jeffrey Rosen, legal editor of The New Republic and a law professor at George Washington University, is the author of "The Naked Crowd: Reclaiming Security and Freedom in an Anxious Age." 

3)Quit Bashing the Patriot Act, August 4, 2003
Civil liberties backlash hinders the war on terrorism, without stopping some real abuses.

By Stuart Taylor Jr., Senior Writer National Journal and Newsweek editor.
 A civil-libertarian backlash against the USA Patriot Act is gathering steam. More than 140 cities and communities in 27 states have passed resolutions opposing it, according to the American Civil Liberties Union. The ACLU itself has intensified its nonstop barrage, filing a lawsuit on July 30 challenging the constitutionality of one of the act's most far-reaching provisions, and airing TV ads that warn of government spies secretly searching homes. Some librarians say they are destroying records to prevent the feds from tracking patrons' book borrowing and Internet browsing.

Even Congress, which overwhelmingly adopted the 156-section counter-terrorism statute six weeks after the Sept. 11 attacks, without most members having read it, is showing signs of buyer's remorse. On July 22, the House in a 309-118 vote adopted an appropriations rider to bar the government from invoking the Patriot Act to search a home or business without immediately notifying the occupants. Conservative Republicans, including the sponsor, Rep. Butch Otter of Idaho, joined by the ACLU, cheered this vote as a mighty blow against "sneak-and-peek" searches. The Justice Department denounced it as a "terrorist  tip-off amendment." 

  Dear Mr. Atta . . .

Do 309 House members really want to require the FBI to leave a nice note for the next Mohammed Atta, if and when agents have a chance to sneak into his motel room and copy computer files detailing the identities of his co-conspirators? It's not easy to tell: The platitudinous floor debate left unclear whether the purpose is to bar all delayed-notice searches, despite decades of judicial precedent upholding such searches under some circumstances, or just to roll the clock back to before the Patriot Act. Otter demonstrated his own command of the subject by claiming that Section 213 "allows the CIA and the NSA to  operate domestically." Wrong.

 The Senate has also been doing its part to make it harder for the government to find suspected terrorists. On July 17, it voted to cut off all funding for the Pentagon's Terrorism Information Awareness program. Formerly named Total Information Awareness [and unrelated to the Patriot Act], this nascent research project into possible uses of "data-mining" and other sophisticated computer technology to find terrorists before they strike has been the focus of a storm of ill-informed Big-Brother-is-about-to-be-watching-you hype. But the most immediate impact of a funding cutoff would be to curtail development of software that would link counter-terrorism agencies' databases to facilitate information sharing and the like.

 This at a time when the congressional intelligence committees are slamming those same agencies for failing to share information that might have enabled them to prevent the 9/11 attacks! In their 850-page report, released on July 24, the committees complained of intelligence agencies' "reluctance to develop and implement new technical capabilities aggressively." How are the agencies supposed to do that if Congress kills TIA?

Are Congress and the American people at least waking up to the most insidious Bush administration threats to our freedoms? Not really. Congress has virtually ignored the biggest danger: the administration's incarceration of suspected "enemy combatants" without charges, access to lawyers, or meaningful judicial review. Instead, Congress and many civil libertarians have misdirected their zeal by mischaracterizing the Patriot Act's largely reasonable and incremental expansions of the investigative powers that are the government's main hope of catching would-be mass murderers before it's too late.

A recent ACLU fund-raising letter, for example, claims that the Patriot Act includes "a provision that might allow the actions of peaceful groups that dissent from government policy, such as GreenPeace, to be treated as 'domestic terrorism.' " This is flat-out false. The act's definition of domestic terrorism [Section 802] covers only criminal activities that are, among other things, "dangerous to human life."

 Scare Tactics in Congress

 Such scare tactics appear to have succeeded, for now, in preventing Congress from granting the administration additional new powers, such as a much-needed proposal to make clear the FBI's authority to search the possessions of the next Zacarias Moussaoui, the suspected "20th hijacker," who was in custody [but not searched] for weeks before 9/11. Libertarians are also intent on blocking re-enactment of the many important Patriot Act provisions that will sunset in 2005.

This is not to deny that some sections of the law authorize significant invasions of privacy for the sake of difficult-to-gauge benefits in preventing terrorist attacks. The most problematic is Section 215, the one challenged in the new ACLU lawsuit. It expands FBI agents' powers, in the course of authorized foreign-intelligence investigations, to inspect without notice and copy records about innocent individuals [as well as suspected terrorists] held by colleges, libraries, hospitals, nonprofits, mosques, Web sites, businesses, banks, and other organizations, and to use gag orders to prevent anyone from telling the targets. Other arguably overbroad provisions are Section 218, which allows investigators to use the search powers provided by the Foreign Intelligence Surveillance Act, even when their primary goal is to find evidence of ordinary crimes, and Section 411, which can be read as authorizing deportation of aliens for innocent associations with terrorist groups.

Even these broad new powers may well be justified by the unprecedented threats we now face. Many libertarians draw exactly the wrong lesson from the intelligence committees' account of the government's failure to prevent the 9/11 attacks. The report's catalog of human errors, the ACLU asserts, shows that "the government does not need additional new law enforcement powers."

The opposite is true. Intelligence agencies will never be infallible. We should be making it easier, not harder, for their imperfect agents to protect us. Misguided and outdated rules imposed on the intelligence agencies in the name of civil liberties before 9/11 contributed to their failure to prevent the attacks. In particular, the so-called legal "wall" between intelligence and law enforcement agencies helped foster the notorious reluctance of the CIA and FBI  to share information.

The Patriot Act opened the way for better information sharing by largely dismantling this wall -- with the help of a decision last November by the special Foreign Intelligence Surveillance Court of Review. The statute also extended to terrorism investigations some powers that prosecutors had long used in drug and organized crime cases and updated anachronistic electronic surveillance rules to catch up with new communications technologies.

As for the dreaded "sneak-and-peek" provision [Section 213], the claims that it trashes the Fourth Amendment are far-fetched. Federal courts, including the Supreme Court, have authorized such searches for decades in circumstances in which immediate notification might defeat the purpose of the surveillance, including all wiretaps. Section 213 codified a legal standard similar to that used by the U.S. Court of Appeals for the 2nd Circuit, in Manhattan. While the Section 213 standard is more favorable to prosecutors than those used by some other courts, it is hardly a blank check: Notice may be delayed only for as long as "reasonable," and only when necessary to avoid endangering "life or physical safety," intimidation of witnesses, tampering with evidence, flight from prosecution, or "otherwise seriously jeopardizing an investigation or unduly delaying a trial."

 The Media's Misinformation

The Patriot Act has also been blamed for detentions and other possible abuses that are completely unrelated to it. Consider the front-page New York Times article on July 21 hyping a leaked report to Congress by the Justice Department's inspector general. The article trumpeted [unproven] complaints by Arab and Muslim prisoners of "serious civil-rights and civil-liberties violations involving enforcement of . . . the USA PATRIOT Act." But these complaints -- mainly of beatings and verbal abuse by guards -- had nothing to do with enforcement of the Patriot Act. Its only relevance was that this report would not have been written at all but for Section 1001, which requires periodic reports to Congress of any and all civil-liberties complaints about Justice Department employees.

We need less media misinformation, less libertarian hysteria, and more judicious congressional oversight of the [unfortunately uncooperative] Justice Department. The Patriot Act's critics have pointed to precious little evidence that it is anything like the engine of McCarthyite witch-hunts they depict it to be. And while a few sections do pose some risk of overly intrusive FBI spying, there are worse things than that. One of them is being murdered by terrorists.

 
 
