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HR Direct Application:
Adding a Trusted Site

This job aid provides step by step instructions on how to add the HR Direct
Application as a trusted site for the following browsers:

e Internet Explorer 6.0 (PC only)

e Internet Explorer 7.0 (PC only)

e Firefox 3.0 (PC and Mac)

Internet Explorer 6.0

Step 1.

E6 Navigate to Internet Explorer > Tools > Internet Options > Security

The Internet Options page opens.

Internet Options.

Gemeral‘ SECU"U"anacy Content | Connections | Programs | Advanced

Select 3 Web content zone to specify its security settings

® © 0 9

Intermet Local intranet  [IIEEERES ~— Restricted
sibes

Trusted sites

This zone contains 'Web sites that you
trust not ta damage your computer or -

data.

Security level for this zone

Custom
Custom settings
- Ta change the sellings, click Custom Level.
- To uze the recommended settings, click Default Level.

[ Custom Level ] [ Default Level ]

Step 2. o
IE 6
Select the Trustedsites joon

Step 3. Click the button.

IE6

The Trusted sites window will open.
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.Trusted sites E”z]
You can add and remove Web sites from this zone. All Web sites
o in this zone will use the zone's security settings,
Add this Web site to the zone:
|
Web sites:
*. .umassadmin.net
*.umassp.edy
[¥] Require server verffication (hktps:) For &l sites in this 2one
Ok ] Cancel
Step 4. Insert the HR Direct Application domain in the Add this Web site to the zone field:
*.umasscs.net.
IE6
Seps. | g
P Click the button.
IE6
Step 6. Insert the Secure Access Login domain in the Add this Web site to the zone field:
ucollaborate.net.
IE6
P Click the button.
IE6
Step 8. Click the button. The Trusted Site window will close.
IE6
Internet Options.
Gemeral‘ Security ‘anacy Content | Connections | Programs | Advanced
Select 3 Web content zone to specify its security settings
® 9 0
Intermet Local intranet  [IIEEERES ~— Restricted
sibes
Trusted xiles.
/e
lata.
Security level for this zone
Custom
Custom settings
- Ta change the sellings, click Custom Level.
- To uze the recommended settings, click Default Level.
[ Custom Level ] [ Default Level ]
Step 9. Click the button on the Internet Options window.
IE6

Adding HR Direct as a Trusted Site.doc 2




DRAFT FOR REVIEW - DO NOT DISTRIBUTE

2R University of Massachusetts

Dir
"“““—QEL Amherst  Boston « Dartmouth  Lowell « President’s Office « Worcester

Internet Explorer 7.0

Step 1.
IE7

Navigate to Internet Explorer > Tools > Internet Options > Security

The Internet Options page opens.

Internet Options

Seneral | Seturity | Privocy | Content | Comnections | Programs | Advanced

Select a zone to view or change security settings.

@ |« v 0

Inkernet  Localintranet Trusted sites  Restricted
sites

Trusted sites
This zane contains websites that you
trust mat ko damage your camputer or

your files.
¥ou have websites in this zone,

security lewel For this zane

Custom
Custom settings.
- To change the settings, click Custom level.
- Ta use the recommended settings, click Default level.

[ Custorn level... ][ Default level ]

| Reset all zones to default level |

Step 2.
IE7 ‘/

Trusked sites .
Select the icon.

Stepss: Click the button.

IE7

The Trusted sites window will open.
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Trusted sites E|
‘fou can add and remove websites from this zone, All websites in
L this zone wil use the zone's security setkings.
Add this website to the zone:
Wehbsites:
http:ffsharepoint, umassp, edu
[CJrequire server verification {https: for all sites in this zone
Step 4. Verify the Require server verification (https:) for all sites in this zone box is
unchecked.
IE7
Step 5. Insert the HR Direct Application domain in the Add this Web site to the zone field:
* umasscs.net.
IE7
Step 6. Click the button.
IE7
Step 7. Insert the Secure Access Login domain in the Add this Web site to the zone field:
ucollaborate.net.
IE7
Step 8. Click the button.
IE 7
Step 9. Click the button. The Trusted Site window will close.
IE7
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Internet Options

Generall Security |Privacy Content | Connections | Programs | Advanced

Select a zone ko view or change security settings.

@ €« v 0O

Internet  Localintranet  Trustedsites  Restricted
sites

Trusted sites

This zone contains websites that you
trust not ko damage your computer or
your files,

You have websites in this zane,

Security level for this zone

Custom
Cuskom settings,
- To change the settings, click Custom level,
- Touse the recommended settings, click Default level.

[ Custorm level. .. H Default level ]

[ Reset all 2ones to default level ]

Step 10. Click the button on the Internet Options window.
IE 7

Firefox 3.0 (for PCs)

Step 1. Navigate to Firefox > Tools > Options > Security
F 3.0 (PC)

The Options page opens.

Options &l
o= B F8 &

Main Tabs Content  Applications  Privacy  Security Advénted

twarn me when sites kry to install add-ons

Tell me if the site I'm visiting is a suspected attack site
Iell me if the site I'm visiting is a suspected Forgery

Passwards

Remembar pessords for skos
[] use a master password
Saved Passwaords

Warning Messages

Chose which warning messages you want to ses whils browsing the
web

Settings ...

a4 ] [ Cancel I[ Help

Step 2.
F 3.0 (PC)

Click the button.
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The Allowed Sites — Add-ons Installation window opens.

©) Allowed Sites - Add-ons Installation E@@

‘You can specify which web sites are allowed ta install add-ons, Type the
exact address of the site you want ko allow and then click Allow,

Address of web site:

Site Status

Close

Step 3. Insert the HR Direct Application domain in the Address of web site field:
*
F 3.0 (PC) .umasscs.net.
Step 4. .
P Click the button.

F 3.0 (PC)
Step 5. Insert the Secure Access Login domain in the Address of web site field:
F 3.0 (PC) ucollaborate.net.
Step 6.

P Click the button.
F 3.0 (PC)
Step 7.

P Click the button. The Allowed Sites — Add-ons Installation window will
F 3.0 (PC) | close.
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Options &‘

Main Tabs Content  Applications  Privacy  Security  Advanced

warn me when sites try to install add-ons Exceplions... |

Tell me if the site I'm visiting is a suspected attack site
Tell me if the site I'm visiting is a suspected Forgery

Passwords

Remember passwords for sites
D Use a master password
Saved Passwords...

Warning Messages

;E,:ID;DSE which warning messages you want ko see while browsing the: Settings

[ [s]4 ] I Cancel ] [ Help

Step 8. Click the button.

F 3.0 (PC)

Firefox 3.0 (for Macs)

Step 1. Navigate to Firefox > Preferences > Security
F 3.0 (Mac)

The Security window opens.

8eon Security —
s ; _ = ~ o
0= & <~ & iod
Main  Tabs Content Applications Privacy | Secu Advanced
™ Warn me when sites try to install add-ons Exceptions...
E‘ Tell me if the site I'm visiting is a suspected attack site
B‘ Tell me if the site I'm visiting is a suspected forgery
Passwords
E‘ Remember passwords for sites __Exceptions...
" Use a master password Change Master Password
_Saved Passwords...
Warning Messages
Choose which warning messages you want to see while browsing the web Settings...
2
&
Step 2. . [ Exceptions
Click the "=———"="""/ putton.

F 3.0 (Mac)

The Allowed Sites - Add-ons Installation window opens.
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®\nN0n0 - Allowed Sites - Add-ons Installation —
You can specify which web sites are allowed to install add-ons. Type the exact
address of the site you want to allow and then click Allow.
Address of web site:
|
Allov
Site Status
Step 3. Insert the HR Direct Application domain in the Address of web site field:
*umasscs.net.
F 3.0 (Mac)
Step 4. Click the button.
F 3.0 (Mac)
Step 5. Insert the Secure Access Login domain in the Address of web site field:
ucollaborate.net.
F 3.0 (Mac)
Step 6. Click the button.
F 3.0 (Mac)
Step 7. Close the window ().
F 3.0 (Mac) i . . .
The Allowed Sites — Add-ons Installation window will close.
enr Security (=]
DRI NES < fe
Main Tabs Content Applications Privacy | Security | Advanced
@Warn me when sites try to install add-ons Exceptions. ..
@TE“ me if the site I'm visiting is a suspected attack site
™ Tell me if the site I'm visiting is a suspected forgery
Passwords
¥ Remember passwords for sites (" Exceptions... )
™ Use a master password Change Master Password
Saved Passwords...
Warning Messages
Choose which warning messages you want to see while browsing the web Settings...
?
Step 8. Close the window ().
F 3.0 (Mac)

End of Procedure
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